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ANSI/CAN/UL 2900-1 Software Cybersecurity for Network-Connectable
Products, Part 1: General Requirements
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NIST SP 800-92 Guide to Computer Security Log Management

I0T-1001-1 v1.0:2021 PREZ AT IHRE-F-0- B& R



IoT-1001-4 v1.0

3.*F2 XK

"10oT-1001-1 B> %% #7 % _f‘fuﬁi{ -5 - 20— B AR TR TR R A
SRS ¥

1% >% 2 p 3k (Security Event Log)

fdpre e BAAPRR T TR DES > P URERPAAFTROPEL > A2

“~

T rEETE P SRBEPHHER 2T .

3.2 ¢ E 7|k ik BpFg i (External Serial Advanced Technology Attachment » eSATA)

- B 5 IR E A R Serial ATA > ¥ RS A2 BT @ H 0 304
G @ pE At 600Mb/s -

3.3 %47V 5 (Redundant Array of Independent Disks » RAID)

- BAA R LAk > AL - B R FTREL BN R AL

i

3.4 ##% % (Hot Spare)

EEY R - pAABIE AR DR RAEE S 2 A€ 2 AR



IoT-1001-4 v1.0

w
o
‘s\ <
R
A
i
=
[
e
(w
R
w
AF
{4~
A
=}
(s
&
Fi
=i
(w
AF
{4~
\ L2}
™
)
F
s

£ rEBRE IR LT F-oFEE 2R 2RI (DFMEE Q)R
SR AE 2~ (D) s FR B RERIE 2 (5)'E %%%\@@?ﬂﬁiiz
PR F AR KA R LR 2

F2 o REZ2ERAA KAL) TR 258 RE A% 2 E L

Iy
FE
k'l
AF
4
A
474_
>
=
o
=
TR
AF
4
=L
=
T

IR

j;i”}#“i A s ] 1 & 2 & 3%

50.1. F B2 %2384y - 5.1.1.2 -
512, FHB A 75 & - - -
FRT > | 513 FHpE 2 2 =
5.1.4. % > fabs - - -
5.1.5. 787 i» 5.1.5.1 5.1.5.2 5.1.5.3

5201, 1% 5 5 e pRIFE > - - -
522, ERIRIFG FEFELT > - - -
523, {#% > - - -
524, R BT RESTE > - - -
525 FERA6 %2 - - -
52.6. Fip AR 2 B A2V F - - -
52.7. P isthE E 52.7.2 - -

52.8. wEEE > - =0 -
529. FAEE 2 5.2.9.1 52.9.2

% s
2%
PRI E

531 g F R BRE > - - -
wax > | 532 i TL/Tm m&& bl
533, i A ] _ _

g | 5.4.1. %;';'EJJ%H'J%’ i - - -
BRI AEYS | 5.4.2. W (TS EN ) - - -
FIE 2 | 543 U : : -

g 251 T e B R _ _ -
T 550 B TR G EE _ - -




IoT-1001-4 v1.0

B AR5t
Z >

56.1 E* 250 % 2 - 5.6.1.1 5.6.1.2

411 % 245

(@ FMET 2 ASEIARITREE  AA TR G IR SRB Y 0 B
SR 28 Rinfhao

(@ f5F > AR TE 3 RRIRG: - {ATRA2 AN KIS FLH L
SR S v 3

() ddx > AR PEFHLUAE > frll AIRIFFEATLFTXIRFET o

(c) ¥rguyrfEsils > P AL um’c“'#“:ﬁ—ﬁ%ip»’gim/im‘iﬁt?’glﬂ’ﬁm‘
PR E o PR R EN B R AEAD BB

(d) FF Fk - R A LEF O R FLRETH > PR REaRE
ZARILE R IR TR B -

(€) " 25 % 2 MRS L MRGE{ Y A2 0 3¢ TR Fp TR
R R e iAo RIS AEIRE B AR ETRE 2L Lo

412 % > & fAo3m
T0T-1001-1 2. % 4.1.2 &2 2 * +t A8 o
413 % > 5% .

IoT-1001-1 2 % 4.1.3 & 2 2R g * 5> AR E o



IoT-1001-4 v1.0

5. - & R

AHFAFTPRRETEESBRLL 2P ARFEP T2 RRETELER

ERE srd % 2R f o

51,1 Rk % 2847
5111 & &/F i 5 10T-1001-1 B E# k TR 8-% - 30— &8 £F 511
CTEAE 9
5112 2 &L GG (blhe - A ) FREWT] > ¥ 2 52 47 Rl
2ok e Ak G B o
5129 WEAF 75 &7
5.1.2.1 & &/ i 95 10T-1001-1 B %5 45k T %4585 - 30— &8 £ 5
512 &2 & f o

5.1.3 F W&

i\

5.1.3.1 & & /F i 95 IoT-1001-1 F % 4r sk e F L R 8-% - 30— £ & £ %
513 &2 & f o

514 % > fxds

5.1.4.1 & 5 /F & i 10T-1001-1 B E 3 s e F X HB-5 - - & B £ F
514 &2 & f o

515 F W i»

Rt ASd A& BRI R XL LT AV RS -
552 FElfA Sk M T > AEFR AL > bldo 1 RAID 1 Emu b o

5153mFAnad PABRARRAFTE AN KA FHNA4 -



5.2.1 8% & s R RIFZ 2

5211 & 57 & i 10T-1001-1 8 0 7 4 3

521 &2 & F o

522 @R IRIREEIEL >

5221 & 57 & i 10T-1001-1 8 0hE 7 4 3

522 &2 & f o

523 {374 >

5231 & 57 & 5 10T-1001-1 8§ # 4 &

523 &2 & f o

5241 & 57 & 5 10T-1001-1 8§ # 4 &

524 &2 % f o

S25 T ERAG X 2

5251 & 57 & 5 10T-1001-1 8§ # 4 &

525 &2 & f o

526 Feipest 2 B* A2 1 & (AP 2

5261 & 57 & 5 10T-1001-1 8§ # 4 &

526 &2 & f o

5275\!:\_} "?%—ﬁ

5.2.7.1 & 5 i % 1oT-1001-1 & 47 % &

52.7 &2 & & o
5272 % 2% 1 i B %Y

<

Rig

<

<

Rig

Y

R

Rig

AY

Rig

AY

PEEDARERY  BEKERY o

AY

AY

p
¥

)\ﬁ,ap\

7

7

=

=

>
~

>

~

>

»

>

»

>
»

Al

IoT-1001-4 v1.0

\4
Py

\4
Py

\4
R

\4
R

i\
R

i\
R

Ti\4
Py

g R

&R

SIS

AR

SIS i

R R

24



IoT-1001-4 v1.0

52.8 k%

E
5281 Fi A &8 # § il 7 B R TP W E R LR A

=k
N
=
i’%ﬁ
T

5.2.8.2 FE -t £ 31 Reez B4 4] -
529 KiH % 2

5.29.1 f& A & 2
5.2.92 % i B b TR e % Wk AL A B2 0 2 4R FIPS 1402 Annex
AR]“P™ 2 4e i Bk e

10



[0T-1001-4 v1.0

53 A% 2L R
5.3.1 AT TR @@?]:é, >

531 &2 & f o

532 AL TR E X >

5.3.2.1 & &7 i 75 I0T-1001-1 #ifE 4 h T X R F-% - 30— L& £ %
532 &2 & F o

5.3.3 Wi-Fi i 31 % 2

533 &2 & ko

11



IoT-1001-4 v1.0

5.4 % 5 guptEsdlt > 8 R
5.4.1 Enl 4 >

5411 & 5 % 5 10T-1001-1 ® i E iy AT E-5 - 30— K& £ 5
541 &2 & F o

5428 AN X >

5421 & 5F % 5 10T-1001-1 ®hE i A e FH -5 - 30— K& £ 5
542 &2 & F o

543 128 42

5431 & &7 & i IoT-1001-1 # 8 4r k ST F R M-% - 00— & £ %
543 2 & f o

12



[0T-1001-4 v1.0

5.5 % F HEL R

5.5.1.1 & 5/ i 05 IoT-1001-1 B 7 6 S F % k-5 - 20— & 4 %
551 &2 & f o

5.5.2.1 & 5/ i 05 IoT-1001-1 B S 7 6 S F % k-5 - 20— & 4 %
552 &2 & fo

13



IoT-1001-4 v1.0

56 B f2ii > & R
56.1 B 4238 % >

5.6.1.1 A 32 & i forc 2 DRI T A2 (4o bin 4h  exe #h 2 BT R 40A)
7 A EE o
56.12 fu* AR At 0 P A3l 2 B2 3w N R FERG Y KRES 3

14



e A

(%%
HE LA L L FERPHE L

Al PR RE A8 LR R R A

)

IoT-1001-4 v1.0

PR f

OWASP
¥R P [3]

ONVIF
8 B [4-5]

5.1.2.2

110: Poor Physical Security

Ensuring stored data is encrypted at rest.
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