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A - 4 (Push to Talk) k5t H % & 7 fpersippt BE3 fofl d hiR B 4te 2

£ @ RTCP 3 % 3o FALWH - & L4 4% RTP # 5 4140 7414 25 4 1 > RTCP §

TP - B RTP ¢k s 3 b (Out-of-Band) e 3V 4% ik i3t 2 @@?ﬁ;‘;?]?

oo pt R 24 & s A5 RTP 4% - PRF% & F(Quality of Service)sh15 4§ (Feedback) e

B.2 Fp¥g ;i 2 (Real Time Streaming Protocol, RTSP) :

& e RFC 2326 4@ (17) 0 * kipd| & 5 FRFEE RaaFl > ool § 5t
TR g B R e > AT ST PR E L BT R ] e

B3 & ﬁe.l R & 2% 2Z_ (The Transport Layer Security, TLS) :

% skt RFC 5246 467 (18) 0 & B 258 2 BB RRE = 4o% 2§
L H TR B L £ BB K
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¥R P 20)
110 - Poor Physical Security
Ensuring only required external ports such as
51.1.1 USB are required for the product to function. -
Ensuring the product has the ability to limit
administrative capabilities.
5.1.2.1 . i
5.1.2.2
12 : Insufficient
Authentication/Authorization
51.3.1 Ensuring that password recovery mechanisms -
are secure.
19 : Insecure Software/Firmware
5.1.4.1 Implement the secure boot if possible (chain -
of trust).
52.1.1 - 13.1 -
52.1.2 13.2
I3 ¢ Insecure Network Services
5221 Ensuring only necessary ports are exposed -
and available.
19 © Insecure Software/Firmware Core Spec. —
Ensuring the device has the ability to update | 11.1 Ver. 16.12
3231 (very important, need secure update | 11.2 4.5.5 Firmware
mechanism). Upgrade
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Ensuring the update file is encrypted using
accepted encryption methods.

Ensuring the update file is transmitted via an
encrypted connection.

Ensuring the update file does not expose

sensitive data.

19 : Insecure Software/Firmware

Ensuring the update is signed and verified H

3232 before allowing the update to be uploaded 112 -
and applied. .

5233 | NA 1.1 -
I8 : Insufficient Security Configurability

8.4(a)(b)

5241 Ensuring the ability to separate normal users 101 -
from administrative users.
I8 : Insufficient Security Configurability 8.3(a)

5240 Ensuring the ability to encrypt data at rest or | 10.1 -
in transit. 10.3

5243 | NA 10.1 -
I8 : Insufficient Security Configurability
Ensuring the ability to encrypt data at rest or

5244 in transit. 10.1 -
12 Insufficient Authentication/Authorization
Ensuring credentials are properly protected.
I1 © Insecure Web Interface

5251 Ensuring web interface is not susceptible to -
XSS, SQLi or CSRF.
2 : Insufficient | 8.3(b)
Authentication/Authorization 8.3(c)

2 32; Ensuring that the strong passwords are | 8.3(d) -
required 8.8
The app authentication is required. 8.9
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5.2.63

12 : Insufficient

Authentication/Authorization

Ensuring granular access control is in place
when necessary.

I8 :  Insufficient Security Configurability
Jump to: navigation, search Ensuring the
ability to separate normal wusers from

administrative users.

5.2.7.1

I8 . Insufficient Security Configurability

Ensuring the ability to enable logging of

security events.

5272

5.2.7.3

52.7.4

I8 : Insufficient Security Configurability

Ensuring the ability to notify end users of

security events

53.1.1
53.1.2

14 ©  Lack of Transport Encryption

Ensuring data is encrypted using protocols
such as SSL and TLS while transiting
networks.

Ensuring only accepted encryption standards
are used and avoid using proprietary
encryption protocols.

Ensuring the message payload encryption.
Ensuring the secure encryption key
handshaking.

Ensuring received data integrity verification.

I8 . Insufficient Security Configurability

Ensuring the ability to encrypt data at rest or

in transit.

8.3(a)
9.1
10.1
10.3

53.2.1

I3 : Insecure Network Services
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Ensuring network ports or services are not
exposed to the internet via UPnP for
example.
110 : Poor Physical Security
5322 Ensuring the product has the ability to limit -
administrative capabilities
I3 © Insecure Network Services
5323 Ensuring services are not vulnerable to buffer | 15 -
overflow and fuzzing attacks.
I8 . Insufficient Security Configurability
g g gé Ensuring the ability to encrypt data at rest or -
in transit.
I3 ' Insecure Network Services
5333 Ensuring services are not vulnerable to buffer -
overflow and fuzzing attacks.
5334 - -
Core Spec. —
Ver. 16.12
5.12.1
Authentication
5.12.3
12 : Insufficient Username
5411 o o 8.8 token profile
Authentication/Authorization 8.9 Advanced
The app authentication is required. Security
Service Spec.
—Ver. 1.3
4.2 Certificate-
based Client
Authentication
5412 I7 Insecure Mobile Interface 8.3(b) -
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Ensuring user accounts can not be
enumerated using functionality such as

password reset mechanisms

54.1.3 -
54.14
12 : Insufficient
Authentication/Authorization
Implement two factor authentication where
5415 possible. -
I7 © Insecure Mobile Interface
Implementing two factor authentication if
possible.
12 : Insufficient
54.1.6 Authentication/Authorization -
The device authentication is required.
I1 © Insecure Web Interface
Default passwords and ideally default
usernames to be changed during initial setup.
54.2.1 . ) 8.3(e)
I7 - Insecure Mobile Interface
Default passwords and ideally default
usernames to be changed during initial setup.
I1 © Insecure Web Interface
Ensuring weak passwords are not allowed.
Ensuring account lockout after 3 -5 failed
5490 login attempts.
5423 12 : Insufficient | 8.3(b)
5424 o o }
5425 Authentication/Authorization 8.3(c)
54.2.6

Ensuring that the strong passwords are
required.
Ensuring  options are available for

configuring password controls.
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I7 © Insecure Mobile Interface

Ensuring account lockout after an 3 - 5 failed
login attempts.

I8 . Insufficient Security Configurability
Ensuring the ability to force strong password

policies.

543.1
5432

12 : Insufficient

Authentication/Authorization
Ensuring granular access control is in place
when necessary.

I8 : Insufficient Security Configurability

Ensuring the ability to separate normal users

from administrative users.

8.2
8.4(a)(b)

Core Spec. —
Ver. 16.12

5.12.2 User-
based access

control

5.5.1.1
5.5.1.2

I5 © Privacy Concerns

Ensuring only authorized individuals have

access to collected personal information.

8.4(a)(b)
11.5

55.1.3

I8 . Insufficient Security Configurability

Ensuring the ability to notify end users of

security events

5521
5522

14 Lack of Transport Encryption

Ensuring the message payload encryption.

I5 © Privacy Concerns

Ensuring any data collected is properly

protected with encryption.

9.1
10.3
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